
October 24, 2025 
 
Andrew N. Ferguson 
Chairman 
Federal Trade Commission 
600 Pennsylvania Ave NW 
Washington, DC 20580 
 
Dear Chairman Ferguson: 
 
The undersigned civil society organizations write to you with alarm over the sweeping 
consequences of Monday's technical failures at Amazon Web Services (AWS), the world's largest 
cloud services provider. Initial news reporting indicates that the resulting internet outage 
disrupted thousands of companies and organizations worldwide — including basic services 
providers in telecommunications, banking, and government. The financial impact could be in the 
hundreds of billions of dollars, according to some estimates. Simply put, if a single company is 
able to break the internet across continents, it is too big. We call on you to publicly account for 
how the Federal Trade Commission is responding to Amazon's latest meltdown, as well as the 
broader economic and security risks posed by Big Tech holding so much concentrated power. 
 

I.​ What Happened and Why It Matters 
 
On October 20, 2025, AWS experienced a major outage originating in its U.S. East (US-EAST-1) 
region, its hub in northern Virginia near the nation's capital. Although details are still emerging, 
the ripple effects cascaded across industries and disabled major parts of the internet — including 
banks and financial services companies (such as the Bank of Scotland, Lloyds Bank, and 
Venmo), telecommunications providers (such as Verizon and AT&T), communications and social 
media apps (such as Facebook, Signal, WhatsApp, Snapchat, and Zoom), airlines (United 
Airlines), and government services (such as the British government's website and tax services). 
Even people's beds (Eight Sleep) and doorbells (Ring) malfunctioned during the outage. 
 
One cybersecurity scholar observed that "this outage is extremely significant because AWS is a 
backbone for much of the internet's infrastructure. It's a really stark reminder of how many 
well-known services rely on a handful of providers and services themselves." In other words, 
while the public often thinks of physical infrastructure such as electric power grids and bridges 
as critical, digital infrastructure underpins banking, communications, emergency services, 
telecommunications, commerce, and much more.  
 
The cloud services market that is foundational to this digital infrastructure is dominated by just a 
few players, with Amazon dominating the industry. Many firms, financial institutions, telecoms, 
and government bodies rely on these cloud services providers — and often solely on a single 
one. That precarious overreliance is compromising our nation's security and commerce, as the 
October 20 global outage vividly illustrated. 
 
We should not be surprised by the breathtaking scope of the outage: as your predecessor FTC 
Chair Lina Khan has repeatedly warned, consolidation of power in just a few Big Tech giants 
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also concentrates systemic risks, producing single points of failure. Cloud computing is an 
especially vulnerable sector, as a number of the undersigned organizations have advised the FTC. 
With the October 20 global internet crash once again demonstrating the dangerous pitfalls of 
allowing Big Tech to amass corporate power unchecked, all eyes are now on you and the FTC's 
next move. 
 
II.​ Urgent Need for FTC Action and Conclusion 

 
For all the above reasons, we ask you to swiftly conduct a market structure review of leading 
cloud services providers, including but not limited to Amazon, to assess how their market 
dominance and use of monopoly power to stifle competition is creating systemic fragility across 
industries. This probe should also examine dependencies of key sectors (such as financial 
services, telecommunications, and government services) on any single cloud provider and the 
extent to which those dependencies pose systemic risks to data security and privacy and 
consumer protection, as well as to our open markets and the resilience of our national and global 
infrastructure systems. We urge you to then take robust agency action to counter these systemic 
dangers, particularly to bring diversification to the cloud industry. 
 
The good news is that much of this analysis already exists, including research and insights on 
cloud computing gathered by the FTC in recent years. They make clear that too much of our 
nation's digital infrastructure has become overly dependent on too few corporate actors, which in 
turn exploit their market dominance to squelch competitors, lock in current customers, and hoard 
even more corporate power. Amazon is among the most notorious of these Big Tech players that 
abuse monopoly power, as the FTC well knows.  
 
Given the enormous stakes, the FTC should not defer action until the next crisis — the FTC has 
the mandate, the requisite knowledge, and the legal authorities to tackle this challenge now. Big 
Tech is clearly creating systemic dangers that warrant proactive oversight and aggressive 
intervention by the FTC, on behalf of the American people and as soon as possible. 
 
Thank you for your time and consideration.  
 
Respectfully submitted, 
 
American Economic Liberties Project​
Center for Economic Integrity 
Consumer Federation of America 
Demand Progress Education Fund 
Florida For All 
Jobs with Justice 
National Employment Law Project 
NextGen Competition 
 
 
 
 

Oregon Consumer League 
PowerSwitch Action 
Public Citizen 
The Tech Oversight Project​
Turkopticon 
UltraViolet Action 
United for Respect 
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